
Course Outline

ISO27001 Certified ISMS Internal Auditor Training Course - 2 days

BENEFIT

This fully accredited, practitioner-led course equips you to perform internal audits that maintain
conformity and effectiveness, and drive continual improvement of an ISO/IEC 27001:2013-
compliant ISMS. Real-world expertise and insights.

DURATION

2 days 

FORMAT

Classroom sessions from 09:00 to 17:00.

QUALIFICATION

Achieve the ISO27001 Certified ISMS Internal Auditor (CIS IA) qualification (ISO 17024-accredited).

DESCRIPTION

Deliver compliance and drive continual improvement for your ISO27001 ISMS

Developed by the UK’s leading ISO 27001 consultancy firm, this two-day course provides the
knowledge and skills required to perform ISO 27001 internal audits that maintain compliance and
drive continual improvement within your organisation’s information security management system
(ISMS).

Using a combination of formal training, practical exercises and relevant case studies, an
experienced ISO 27001 trainer, auditor and consultant will help you:

Understand the principles of management systems auditing.
•    Plan, manage and execute an audit programme.
•    Provide guidance on the conduct of internal or external audits.
•    Assess and evaluate the competence of other auditors in your organisation.
•    Reduce duplication of effort when conducting combined information security and quality
audits.

This course also supports professional development: delegates who pass the included exam are
awarded the ISO 17024-accredited ISO27001 Certified ISMS Internal Auditor (CIS IA) qualification
by IBITGQ.

WHAT WILL YOU LEARN

•    The terms and definitions used in ISO 27001.
•    The purpose of and relationship between ISO 27001 and ISO 27002.
•    The application of ISO 19011/ISO 27007 audit processes to auditing an ISO 27001 ISMS.
•    Plan, conduct, report and follow-up an ISMS internal audit.
•    Identify and write evidence-based nonconformities of intent, implementation and
effectiveness.

ISO27001 CERTIFIED ISMS INTERNAL AUDITOR (CIS IA) EXAMINATION



Delegates sit the ISO27001 Certified ISMS Internal Auditor (CIS IA) examination at the end of the
course – a 60-minute, multiple-choice, ISO 17024-accredited exam set by IBITGQ. There is no
extra charge for taking this exam.

ISO27001 Certified ISMS Internal Auditor (CIS IA) is acknowledged by the PCI Security Standards
Council (PCI SSC) as an approved qualification meeting the requirements of application for an
individual to become a PCI DSS Qualified Security Assessor (QSA).

This course is part of our unique ISO 27001 Learning Pathway, which also includes the ISO27001
Certified Foundation, Lead Implementer, Risk Management and Lead Auditor courses. It also
qualifies for 14 CPD/CPE credits, and fits well with the CISSP and SSCP Continued Professional
Education Programme.

Who should attend this course

This course is aimed at individuals responsible for conducting ISO 27001 or information security
internal audits. Depending on the size of your organisation, this may include a number of staff
members, representing a range of departments such as HR, finance or operations.
This course also meets the requirements of the PCI SSC for additional QSA qualifications and, in
the UK, is covered by the MOD ELCAS scheme.

ENTRY REQUIREMENTS

There are no formal entry requirements but it is assumed that you will have a basic knowledge of
ISO 27001 gained through practical experience, reading the ISO 27001:2013 standard, or by
attending the ISO27001 Certified ISMS Foundation training course.

ADDITIONAL INFORMATION

The course includes:

•    Professional training venue with lunch and refreshments.
•    Comprehensive documentation (digital copy provided as PDF file).
•    ISO27001 Certified ISMS Internal Auditor (CIS IA) examination.
•    Certificate of attendance.
•    Guaranteed to run: we never cancel a course.
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